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Please note that: 
· The use of the term 'Enabled' below, in the Support and 3GPP Release number column, indicates that the standard makes it possible for an implementation to provide the functionality described, though this functionality is not specified in the standard.
· Functionality under development but for which standardization has not completed (for R14) is listed as 'Not Supported'. Some 'Not Supported' functionality and additional functionality not listed in the tables below will be added in successive releases beyond R13.
Attachment

TABLE 1 

PPDR Applications and related examples

	Application
	Feature
	PPDR Example
	Importance(1)
	Support and 3GPP Release number 

	
	
	
	PP (1)
	PP (2)
	DR
	

	Voice
	Person-to-person
	Selective calling and addressing
	H
	H
	H
	Supported; Rel. Independent

	
	One-to-many
	Dispatch and group communication
	H
	H
	H
	Supported in R13

	
	Talk-around/direct
mode operation
	Groups of portable to portable / mobile-mobile in close proximity without infrastructure
	H
	H
	H
	Supported in R13



	
	Push-to-talk
	Push-to-talk
	H
	H
	H
	Supported in R13

	
	Instantaneous access to voice path
	Push-to-talk and selective priority access
	H
	H
	H
	Supported in R13

	
	Phone interconnect
	Telephone call from/to radio subscriber
	H
	H
	M
	Supported; Rel. Independent

	
	
	Dispatcher terminal
	H
	H
	H
	Supported; Rel. Independent 

	
	
	Multi select
	H
	H
	H
	Supported; Rel. Independent

	
	CAD
	Computer aided dispatch
	H
	H
	H
	Supported; Rel. Independent

	
	Security
	Voice encryption/scrambling
	H
	H
	M
	Supported; Rel. Independent

	Facsimile
	Person-to-person
	Status, short message
	L
	L
	H
	Supported; Rel. Independent

	
	Emergency alert
	Pressing the emergency button causes alert at the TG or dispatcher
	H
	H
	H
	Supported; Rel. Independent

	
	Security
	Data encryption/scrambling
	H
	H
	H
	Supported; Rel. Independent

	
	One-to-many (broadcasting)
	Initial dispatch alert (e.g. address, incident status)
	L
	L
	H
	Supported; Rel. Independent

	Messages
	Person-to-person
	Status, short message, short e-mail
	H
	H
	H
	Supported; Rel. Independent

	
	One-to-many (broadcasting)
	Initial dispatch alert (e.g. address, incident status)
	H
	H
	H
	Supported; Rel. Independent

	Security
	Priority/instantaneous access
	Man down alarm button
	H
	H
	H
	Supported; Rel. Independent

	
	Emergency alert
	Pressing the emergency button causes alert at the TG or dispatcher
	H
	H
	H
	Supported in R13

	
	Emergency call
	Priority voice call caused by pressing the emergency button
	H
	H
	H
	Supported in R13

	Location

Telemetry
	Location status
	GPS latitude and longitude information
	H
	M
	H
	Supported; Rel. Independent

	
	Sensory data
	Vehicle telemetry/status
	H
	H
	M
	Supported; Rel. Independent

	
	
	EKG (electrocardiograph) in field
	H
	H
	M
	Supported; Rel. Independent

	
	
	Environmental information including sensory data on air quality, temperature, contamination, radiation levels etc.
	M
	M
	M
	Supported; Rel. Independent

	Database interaction (minimal record size)
	Forms based records query
	Accessing vehicle license records
	H
	H
	M
	Supported; Rel. Independent

	
	
	Accessing criminal records/missing person
	H
	H
	M
	Supported; Rel. Independent

	
	
	Computer aided dispatch directly to field resources
	M
	M
	L
	Supported; Rel. Independent

	
	Forms based incident Report
	Filing field Report
	H
	H
	H
	Supported; Rel. Independent

	Messages
	E-mail possibly with attachments
	Routine e-mail message
	M
	M
	L
	Supported; Rel. Independent

	Privacy
	Security
	Data encryption/scrambling
	H
	H
	H
	Supported in R13

	Data Talk‑around/direct mode operation
	Direct unit to unit communication without additional infrastructure
	Direct handset to handset, on-scene localized communications
	H
	H
	H
	Supported in R12 (enabled via L3 network) 

Fully supported in R13



	Database interaction (medium record size)
	Forms and records query
	Accessing medical records
	H
	H
	M
	Supported; Rel. Independent

	
	
	Lists of identified person/missing person 
	H
	H
	H
	Supported; Rel. Independent

	
	
	Computer aided dispatch directly to field resources
	H
	M
	L
	Supported; Rel. Independent

	
	
	Computer aided dispatch directly to field resources
	H
	M
	L
	Supported; Rel. Independent

	
	
	GIS (geographical information systems)
	H
	H
	H
	Supported; Rel. Independent

	Text file transfer
	Data transfer
	Filing report from scene of incident
	M
	M
	M
	Supported; Rel. Independent

	
	
	Records management system information on offenders
	H
	M
	L
	Supported; Rel. Independent

	
	
	Downloading legislative information
	M
	M
	L
	Supported; Rel. Independent

	Image transfer
	Download/upload of compressed still images
	Biometrics (finger prints, facial recognition)
	H
	H
	M
	Supported; Rel. Independent

	
	
	ID picture (car number plate recognition)
	H
	H
	M
	Supported; Rel. Independent

	
	
	Building layout maps
	H
	H
	H
	Supported; Rel. Independent

	Telemetry
	Location status and sensory data
	Vehicle status
	H
	H
	H
	Supported; Rel. Independent

	OTAP
	Over the air programming
	UE programming through the air
	H
	H
	H
	Supported in R13

	Security 
	Priority access
	Critical care
	H
	H
	H
	Supported; 

Rel. Independent

	Video
	Download/upload compressed video
	Video clips
	M
	L
	L
	Supported; 

Rel. Independent

	
	
	Patient monitoring (may require dedicated link)
	M
	M
	M
	Supported; 

Rel. Independent

	
	
	Video feed of in-progress incident
	H
	H
	M
	Supported; 

Rel. Independent

	Interactive
	Location determination
	2-way system 
	H
	H
	M
	Supported; 

Rel. Independent

	
	
	Interactive location data
	H
	H
	H
	Supported; 

Rel. Independent

	Direct mode operation of video and data
	Direct unit to unit video and data communication without infrastructure
	Direct handset to handset, on-scene localized command and control
	H
	H
	H
	Enabled in R12 (enabled via L3 network, no standard for mission critical video or data yet)

	Privacy
	Security
	Data
encryption/scrambling
	H
	H
	H
	Supported in R13

	Database access
	Intranet/Internet access
	Accessing architectural plans of buildings, location of hazardous materials
	H
	H
	H
	Supported; 

Rel. Independent

	
	Web browsing
	Browsing directory of PPDR organization for phone number
	M
	M
	L
	Supported; 

Rel. Independent

	Robotics control
	Remote control of robotic devices
	Bomb retrieval robots, imaging/video robots
	H
	H
	M
	Supported; 

Rel. Independent

	Video
	Video streaming, live video feed, Download/upload of video clips, Video Conferencing
	Video communications from wireless clip-on cameras used by in building fire rescue
	H
	H
	H
	Supported; 

Rel. Independent

	
	
	Image or video to assist remote medical support
	H
	H
	H
	Supported; 

Rel. Independent

	
	
	Surveillance of incident scene by fixed or remote controlled robotic devices
	H
	H
	M
	Supported; 

Rel. Independent

	
	
	Assessment of fire/flood scenes from airborne platforms
	M
	H
	M
	Supported; 

Rel. Independent

	
	
	Multi-scene video dispatch
	L
	H
	H
	R12 (enabled via L3 network, no standard for mission critical video or data yet )

	
	
	Multicast of Multimedia from a BS to multiple users in a given area (e.g. Pt to MPt/Broadcast)
	L
	H
	H
	Enabled in R9 (enabled via L3 network, no standard for mission critical video or data yet)

	
	
	video conferencing 1 to 1, 1 to many, etc. 
	L
	H
	H
	Enabled in R12 (enabled via L3 network, no standard for mission critical video or data yet)

	
	
	Encrypted video streaming
	M
	M
	M
	Enabled in R12 (enabled via L3 network, no standard for mission critical video or data yet)

	Real-time multimedia intelligence
	Real time optimization of video or other multimedia content
	Optimize the use of allocated bandwidth to support multiple video streams
	H
	H
	H
	Enabled in R12 (no standard for mission critical video yet.) 

	Imagery
	Download/upload High resolution imagery
	Downloading Earth exploration-satellite images
	L
	L
	M
	Supported; 

Rel. Independent

	
	
	Real-time medical imaging
	M
	M
	M
	Supported; 

Rel. Independent


TABLE 2

PPDR requirements

	User requirement
	Specifics
	Importance(1)
	3GPP Release number supporting the requirement

	
	
	PP
(1)
	PP
(2)
	DR
	

	1. System
	

	Support and integration of multiple applications
	Integration of multiple applications (e.g. voice and low/medium speed data) at high speed network to service localized areas with intensive in scene activity
	H
	H
	M
	Supported; 

Rel. Independent

	Simultaneous use of multiple applications
	Voice & data
	H
	H
	M
	Supported; 

Rel. Independent

	
	Multicast and unicast services
	
	
	
	Supported; 

Rel. Independent

	
	Real time instant messaging
	
	
	
	Supported; 

Rel. Independent

	
	Mobile office functions
	
	
	
	Enabled (there is no specific office function 3GPP standard); 

Rel. Independent

	
	VPN services
	
	
	
	Supported; 

Rel. Independent

	
	Telemetry
	
	
	
	Enabled (there is no specific telemetry function 3GPP standard); 

Rel. Independent

	
	Remote control
	
	
	
	Enabled (there is no specific remote control function 3GPP standard); 

Rel. Independent

	
	Location of terminals
	
	
	
	Supported; 

Rel. Independent

	Priority access
	Manage high priority and low priority traffic load shedding during high traffic
	H
	H
	H
	Supported; 

Rel. Independent

	
	Accommodate increased traffic loading during major operations and emergencies
	H
	H
	H
	Supported; 

Rel. Independent

	
	Exclusive use of frequencies or equivalent high priority access to other systems
	H
	H
	H
	Supported; 

Rel. Independent

	Grade Of Service
	Suitable grade of service
	H
	H
	H
	Supported; 

Rel. Independent

	Quality of Service
	Quality of service
	H
	H
	H
	Supported; 

Rel. Independent 

	
	Reduced response times of accessing network and information directly at the scene of incidence, including fast subscriber/network authentication
	H
	H
	H
	Supported; 

Rel. Independent 

	Reliability
	Stable and resilient working platform
	H
	H
	H
	Supported; 

Rel. Independent

	
	Stable and easily operated management system
	H
	H
	H
	Supported; 

Rel. Independent

	
	Resilient service delivery
	H
	H
	H
	Supported; 

Rel. Independent

	
	High level of availability
	H
	H
	H
	Supported; 

Rel. Independent

	
	Localized communication services (e.g. isolated base stations, relayed mode operation, direct mode operation (DMO), Device-to-Device (D2D).
	H
	H
	H
	Relaying supported in R10; DMO and D2D Supported in R12; Isolated base stations supported in R13

	Coverage
	PPDR system should provide complete coverage within relevant jurisdiction and/or operation
	H
	H
	M
	Supported; Rel. Independent 

	
	Coverage of relevant jurisdiction and/or operation of PPDR organization whether at national, provincial/state or at local level
	H
	H
	M
	Supported; Rel. Independent

	
	Systems designed for peak loads and wide fluctuations in use
	H
	H
	M
	Supported; Rel. Independent

	
	Enhancing system capacity during PP emergency or DR by techniques such as reconfiguration of networks with intensive use of direct mode operation 
	H
	H
	H
	DMO and D2D Supported in R12; Isolated base stations and Relayed Mode Operation supported in R13

	
	Standalone transportable site in order to support local site operation
	H
	H
	H
	Supported in R13 

	
	Mobile site in standalone mode or wide are mode in order to increase coverage/ to enhance capacity.
	H
	H
	H
	Supported in R13 

	
	Air-to-ground communication
	H
	H
	H
	Supported; Rel. Independent

	
	Vehicular repeaters (NB and WB) for coverage of localized areas/ transportable site
	H
	H
	H
	Supported; Rel. Independent

	
	Reliable indoor/outdoor coverage including bi-directional amplifier (BDA) 
	H
	H
	H
	Supported;  Rel. Independent

	
	Coverage of remote areas, underground and inaccessible areas including bi-directional amplifier (BDA)
	H
	H
	H
	Supported; Rel. Independent

	
	Appropriate redundancy to continue operations, when equipment/infrastructure fails – standalone site services
	H
	H
	H
	Supported in R13 

	Capabilities
	Rapid dynamic reconfiguration of system
	H
	H
	H
	Supported in R13

	
	Control of communications including centralized dispatch, access control, dispatch (talk) group configuration, priority levels and pre-emption.
	H
	H
	H
	Supported in R13

	
	Robust OAM offering status and dynamic reconfiguration
	H
	H
	H
	Supported;
Rel. Independent

	
	Internet Protocol compatibility (complete system or interface with)
	M
	M
	M
	Supported; Rel. Independent

	
	Robust equipment (hardware, software, operational and maintenance aspects)
	H
	H
	H
	Supported; Rel. Independent

	
	Portable equipment (equipment that can transmit while in motion)
	H
	H
	H
	Supported; Rel. Independent

	
	Equipment requiring special features such as high audio output, unique accessories (e.g. special microphones, operation while wearing gloves, operation in hostile environments and long battery life)
	H
	H
	H
	Supported; Rel. Independent

	
	Fast call set-up and instant push-to-talk (PTT) group call operation
	H
	H
	H
	Supported in R13 

	
	Location services 
	H
	H
	H
	Supported; Rel. Independent 

	
	Communications to aircraft and marine equipment, control of robotic devices
	M
	H
	L
	Supported; Rel. Independent

	
	One touch broadcasting/group call/ATG – announcement to all or some of talk groups and session establishment
	H
	H
	H
	Supported; Rel. 13 

	
	Terminal-to-terminal communications without infrastruc​ture (e.g. direct mode operations/talk-around), vehicular repeaters 
	H
	H
	H
	Supported; Rel. 13 

	
	Emergency alert - Pressing the emergency button causes alert at the TG or dispatcher


	H
	H
	H
	Supported in R13 

	
	Emergency call - Priority voice call caused by pressing the emergency button
	H
	H
	H
	Supported in R13 

	
	Recording and monitoring of audio and video transmissions for evidential purpose, for safety reasons and lessons learned.
	H
	H
	H
	Enabled by Rel. 13

	
	Multi select TG’s - Ability to aggregate several TG’s and establish one call for all of them
	H
	H
	H
	Supported; in R13 

	
	Appropriate levels of interconnection to public telecommu​nication network(s).
	H
	H
	H
	Supported; Rel. Independent

	
	Stable & easy to operate management system
	H
	H
	H
	Supported; Rel. Independent 

	2. Security related requirements
	End-to-end encrypted communications for mobile-mobile, dispatch and/or group calls communications (Voice & Data)
	H
	H
	L
	Supported; R13 

	3. Cost related
	Open standards
	H
	H
	H
	Supported

	
	Cost effective solution and applications
	H
	H
	H
	Supported

	
	Competitive marketplace for supply of equipment and terminals
	H
	H
	H
	Supported

	
	Reduction in deployment of permanent network infra​structure due to availability and commonality of equipment
	H
	H
	L
	Supported

	4. EMC
	PPDR systems operation in accordance with national EMC regulations
	H
	H
	H
	Supported

	5. Operational
	

	Scenario
	Support operation of PPDR communications in any environment
	H
	H
	H
	Supported

	
	Implementable by public and/or private operator for PPDR applications
	H
	H
	M
	Supported

	
	Rapid deployment of systems and equipment for large emergencies, public events and disasters (e.g. large fires, Olympics, peacekeeping)
	H
	H
	H
	Supported

	
	Information to flow to/from units in the field to the operational control center and specialist knowledge centers
	H
	H
	H
	Supported

	
	Greater safety of personnel through improved commu​nications
	H
	H
	H
	Supported

	Compatibility
	End-user to end-user connectivity
	H
	H
	H
	Supported; Rel. Independent 

	
	Compatible with existing networks used for PPDR communications (e.g. trunked radio)
	H
	H
	M
	Not supported

	Interoperability
	Intra-system: Facilitate the use of common network channels and/or talk groups
	H
	H
	H
	Supported in R13

	
	Inter-system: Promote and facilitate the options common between systems
	H
	H
	H
	Not Supported 

	
	Coordinate tactical communications between on-scene or incident commanders of the multiple PPDR agencies


	H
	H
	H
	Partially Supported in R13, subject to agencies using the same PLMN network and PLMN server 


	6.
Spectrum usage and management
	Share with other terrestrial mobile users
	L
	L
	M
	Supported; Rel. Independent 

	
	Suitable spectrum availability (NB, WB, BB channels) 
	H
	H
	H
	Supported

	
	Minimize interference to PPDR systems
	H
	H
	H
	Supported

	
	Increased efficiency in use of spectrum
	M
	M
	M
	Supported

	
	Appropriate channel spacing between mobile and base station frequencies
	M
	M
	M
	Supported

	7.
Regulatory compliance
	Comply with relevant national regulations
	H
	H
	H
	Supported

	
	Coordination of frequencies in border areas
	H
	H
	M
	Supported

	
	Provide capability of PPDR system to support extended coverage into neighboring country (subject to agreements)
	M
	M
	M
	Supported

	
	Ensure flexibility to use various types of systems in other Services (e.g. HF, satellites, amateur) at the scene of large emergency
	M
	H
	H
	Supported

	
	Adherence to principles of the Tampere Convention
	L
	L
	H
	Supported

	8. 
Planning
	Reduce reliance on dependencies (e.g. power supply, batteries, fuel, antennas, etc.)
	H
	H
	H
	Supported

	
	As required, have readily available equipment (inventoried or through facilitation of greater quantities of equipment)
	H
	H
	H
	Supported

	
	Provision to have national, state/provincial and local (e.g. municipal) systems
	H
	H
	M
	Supported

	
	Pre-coordination and pre-planning activities (e.g. specific channels identified for use during disaster relief operation, not on a permanent, exclusive basis, but on a priority basis during periods of need)
	H
	H
	H
	Supported

	
	Maintain accurate and detailed information so that PPDR users can access this information at the scene
	M
	M
	M
	Supported

	Integration and Simultaneous use of multiple applications
	Integration of multiple applications (e.g. Voice, data and video) on high speed network to service localized areas with intensive “at scene” activity
	H
	H
	M
	Supported; Rel. Independent 

	
	Scene video transmission
	H
	H
	M
	Supported; Rel. Independent 

	Quality of Service

(see Table 4 below)
	support of a prioritized range of services 
	H
	H
	H
	Supported; Rel. Independent 

	
	Guaranteed throughput
	H
	H
	H
	Supported; Rel. Independent 

	
	Rapid session set up
	
	
	
	Supported; Rel. Independent 

	Coverage
	RAN shall utilize maximum frequency reuse efficiency. 
	H
	H
	M
	Supported; Rel. Independent 

	
	Vehicular repeaters (Broadband) for coverage of localized areas/transportable site
	H
	H
	H
	Supported; Rel. Independent

	Capabilities
	Network system level management capability
	M
	H
	H
	Supported; Rel. Independent

	
	Network to perform basic self-recovery, expediting service restoration and a return to redundant operations.
	H
	H
	H
	Supported; Rel. Independent

	
	Packet data capability 
	H
	H
	H
	Supported; Rel. Independent

	
	Rapid deployment capability - infrastructure & terminals
	L
	H
	H
	Supported; Rel. Independent

	
	The Network shall provide seamless coverage (via handoff/handover mechanisms) and continuous connectivity within the 95th percentile coverage area at stationary and vehicular speeds up to 120 kph. 
	H
	H
	H
	Supported; Rel. Independent

	
	A single common air interface (CAI) shall be utilized for the mobile broadband network. 
	H
	H
	H
	Supported; Rel. Independent

	
	Mobile/portable station nominal transmit power shall be 0.25W ERP (24 dBm) and shall not exceed 3 W ERP (34.8 dBm) in rural areas for portable devices. 
	L
	L
	L
	Different UE power classes are specified, including at least one that satisfies the requirement

	Support
	24-hour and 7 days-a-week (24/7) support for fixed and user equipment
	H
	H
	H
	Supported; Rel. Independent

	
	The network operations centre to operate on a 24x7x365 basis
	H
	H
	H
	Supported; Rel. Independent

	
	24/7 operations including field based support as necessary to maintain the availability of the network. In all cases, 24/7 access to call center support for issue resolution and assistance is also required
	H
	H
	H
	Supported; Rel. Independent 

	Reliability and adaptability 


	Adaptable to extreme natural and electromagnetic environments. No functional network failure during climate events, operational vibration, earthquake, EMI/ESD, and supplied power events.
	H
	M
	L
	Enabled

	
	Fixed, mobile & terminal equipment adaptable to a wide range of natural environments, with any physical facilities supporting network equipment meeting contemporary standards for electric surge suppression, grounding and EMP Protection
	H
	H
	H
	Supported

	
	Robust network
	H
	H
	H
	Enabled

	
	Self-managed network
	H
	H
	H
	Supported

	
	Coordinated development of business continuity plans.
	H
	H
	H
	Supported; Rel. Independent

	
	Resilient service delivery
	H
	H
	H
	Supported; Rel. Independent

	
	High availability design e.g. Diversity, redundancy, automated failover protection, backup operational processes.
	H
	H
	H
	Supported; Rel. Independent

	
	Network & operational testing to ensure data/call processing functionality is restored within 

predetermined and guaranteed time period following an outage
	H
	H
	H
	Supported; Rel. Independent

	
	The above should result in PPDR broadband networks at least matching the level of robustness displayed by the current public safety land mobile radio (i.e. P-25 or TETRA).
	H
	H
	H
	Partially Supported; Rel. Independent

	Availability
	Service availability shall not be calculated to allow a prolonged outage even in one service area.
	H
	H
	H
	Supported; Rel. Independent

	
	Power backup using battery backup and /or power generation. Redundant backhaul circuits from the RAN to the core and to the base stations. High wind loading for the cell towers (Availability 99.995% at year 10)
	H
	H
	H
	Supported; Rel. Independent

	
	Highly reliable (99.999%) individual network elements. Ensuring adequate supply and easy access to spares to reduce Mean Time To Repair (MTTR). Operational readiness assured even in a maintenance window.
	H
	H
	H
	Supported; Rel. Independent

	
	Redundant elements should automatically detect failure and activate to provide service upon failures of primary network components
	H
	H
	H
	Supported; Rel. Independent


	Security 
	End to end encryption. The network shall provide cryptographic controls to ensure that transmissions can only be decoded by the intended recipient. This must include data encryption over all wireless links. 
	H
	H
	L
	Enabled; Rel. Independent

	
	Support for domestic encryption arithmetic
	H
	H
	L
	Supported; Rel. Independent

	
	The encryption should support both point-to-point traffic and point-to-multipoint traffic. 
	H
	H
	L
	Supported; Rel. Independent

	
	The network shall support periodic re-keying of devices such that traffic encryption keys may be changed without re-authentication of the device and without interruption of service.
	H
	H
	H
	Supported; Rel. Independent

	
	The network shall provide cryptographic controls to ensure that received transmissions have not been modified in transit. 
	H
	H
	L
	Supported; Rel. Independent

	
	Access to public safety services and applications shall be provided only to those authenticated users and/or devices as specifically authorized by each PPDR organization.
	H
	H
	M
	Enabled (for any applications and services over IP) Rel. Independent, for MCPTT in R13

	
	The network shall require each device that attempts to connect to the network to prove its identity prior to granting access to network resources. Each device shall be assigned a unique identifier, and the authentication method must provide strong assurance (e.g. by public key cryptography) of the device's identity in a manner that requires no user interaction. 
	H
	H
	M
	Supported; Rel. Independent

	
	The device authentication service shall utilize an open standard protocol. 
	H
	H
	H
	Supported; Rel. Independent

	
	To protect against both malicious devices and malicious network stations, the authentication must be mutual, with the device proving its identity to the network and the network proving its identity to the device. 
	H
	H
	H
	Supported; Rel. Independent

	
	Each PPDR organization shall be granted the option to require user authentication in addition to device authentication for certain devices assigned to that organization. When user authentication has been selected as a requirement, the network shall require each of the organization's designated devices to prove its user's identity prior to granting access to network resources.
	H
	H
	H
	Supported in R13

	
	For organizations requiring user authentication, the network must facilitate sequential authentication of multiple users from a single device. 
	H
	H
	H
	Not Supported 

	
	System authorization management. Each organization shall be granted control over authorization by means of an administrative interface.
	H
	H
	H
	Supported in R13

	
	For organizations requiring user authentication, the organization shall be granted via administrative interface (e.g. Web based) the ability to add, remove, and manage user accounts that are permitted to access the network.
	H
	H
	H
	Supported in R13

	
	For organizations requiring user authentication, the network must facilitate sequential authentication of multiple users from a single device
	H
	H
	H
	Not Supported 

	
	The network should have dedicated PPDR system core
	H
	H
	H
	Supported in R13

	
	3rd party key management system
	L
	L
	L
	Supported; Rel. Independent


	
	The network shall maintain a record of all device and user access attempts and all authentication and authorization transactions, including changes to authentication and authorization data stores. 
	H
	H
	H
	Supported; Rel. Independent

	
	Over the air key update
	L
	L
	L
	Supported; Rel. Independent

	
	The network shall enforce a configurable time‐out, imposing a maximum time that each device may be connected to the network.
	H
	H
	H
	Supported; Rel. Independent

	
	The network shall enforce an inactivity time‐out, imposing a maximum time that each device may be connected to the network without transmitting data.
	H
	H
	H
	Supported; Rel. Independent

	
	Each PPDR organization shall be granted control of the network time out and inactivity setting for individual devices assigned to that organization.
	H
	H
	H
	Supported; Rel. Independent

	
	Each organization shall also be granted via administrative interface the means to manually and forcibly terminate access, including active sessions, to the network for any of its assigned devices individually.
	H
	H
	H
	Supported; Rel. Independent for network operators, R13 for PPDR administrators 

	
	The network shall be capable of attack monitoring. 
	H
	H
	H
	Supported; Rel. Independent 

	Terminal Requirements for preventing unauthorized use 
	Devices shall support the network's device authentication protocol. Each device shall be assigned a unique identifier, and the authentication method must provide strong assurance (e.g. by public key cryptography) of the device's identity in a manner that requires no user interaction. 
	H
	H
	H
	Supported; Rel. Independent

	
	To protect against both malicious devices and malicious network stations, the authentication must be mutual, with the device proving its identity to the network and the network proving its identity to the device. The device must not permit connectivity to the PPDR network unless the network is authenticated. 
	H
	H
	H
	Supported; Rel. Independent

	
	Each PPDR organization shall have the option to require user authentication for device access. When user authentication has been selected as a requirement, the device shall require each user to prove his or her identity prior to granting access to applications or network resources. 
	H
	H
	H
	Supported in R13

	
	Devices may support a means of erasing (via best practice multiple pass overwriting of data storage media) all data stored on the device. 
	H
	H
	H
	Supported; Rel. Independent

	
	Devices may support a means of encrypting data stored on the device such that user authentication is required for decryption. 


	H
	H
	H
	Supported; Rel. Independent

	Cost
	Scalable system
	L
	H
	M
	Supported; Rel. Independent

	
	Open system architecture
	H
	H
	H
	Supported in R13

	
	Implementable by public and/or private operator for PPDR applications
	H
	H
	M
	Supported in R13

	Interoperability
	Interoperable/Interconnection with narrowband trunked systems. Interconnection required with:

Inter RF subsystem Interface Voice service and Supplementary services

Console supplementary Interface Voice service and Supplementary services
	M
	H
	H
	Supported; Rel. Independent

	
	Interoperable/ Interconnection with other broadband systems
	H
	H
	H
	Supported in R8

	
	Interoperable/ Interconnection with satellite systems
	H
	H
	H
	Not Supported

	
	Interconnection with other information systems
	H
	H
	H
	Supported; Rel. Independent

	
	Interfaces that interconnect to other communication systems
	H
	H
	H
	Supported; Rel. Independent

	
	API compatible with standard interfaces
	H
	H
	H
	Enabled; Rel-Independent 

	
	Appropriate levels of interconnection to public telecommunication network(s) – fixed and mobile
	M
	M
	M
	Supported; Rel-Independent

	Spectrum usage & management
	Dynamic spectrum allocation
	H
	H
	H
	Supported; Rel-Independent

	
	Suitable spectrum availability (Broadband channels for uploads at maximum data rates)
	H
	H
	H
	Supported; Rel-Independent

	
	Reallocation of upstream and downstream rates
	H
	H
	H
	Supported; Rel-Independent

	(1) The importance of that particular requirement to PPDR is indicated as high (H), medium (M), or low (L). This importance factor is listed for the three radio operating environments: “Day-to-day operations”, “Large emergency and/or public events”, and “Disasters”, represented by PP (1), PP (2) and DR, respectively.


TABLE 3

Capabilities provided under Localized Communication Services

	Localized Communication Services
	Attributes
	D2D/ DMO
	Isolated Base Station
	Relayed Mode
	3GPP Release number supporting the Requirement

	Topology
	
	Isolated
	Connected

to Core
	Isolated
	Connected

to Core
	Isolated
	

	Voice
	Person-to-person
	H
	H
	H
	H
	H
	Supported in R13

	
	One-to-many
	H
	H
	H
	H
	H
	Supported in R13

	
	Push-to-talk
	H
	H
	H
	H
	H
	Supported in R13

	
	Priority
	H
	H
	H
	H
	H
	Supported in R13

	
	Encryption
	H
	H
	H
	H
	H
	Supported in R13

	
	Emergency PTT
	H
	H
	H
	H
	H
	Supported in R13

	Multimedia (V+V+D)
	Person-to-person
	H
	H
	H
	H
	H
	Enabled in R12

	
	One-to-many
	H
	H
	H
	H
	H
	Enabled in R12

	
	Push-to-MM
	H
	H
	H
	H
	H
	Enabled in R12

	
	Priority
	H
	H
	H
	H
	H
	Enabled in R12

	
	Encryption
	H
	H
	H
	H
	H
	Enabled in R12

	
	 Real time video
	H
	H
	H
	H
	H
	Enabled in R12

	Text Message / Instant Message
	Person-to-person
	H
	H
	H
	H
	H
	Enabled in R12

	
	Emergency alert
	H
	H
	H
	H
	H
	Enabled in R12

	
	One-to-many
	H
	H
	H
	H
	H
	Enabled in R12

	Multi Media Message / Instant Message
	Person-to-person
	H
	H
	H
	H
	H
	Enabled in R12

	
	One-to-many
	H
	H
	H
	H
	H
	Enabled in R12

	
	SD
	H
	H
	H
	H
	H
	Enabled in R12

	
	HD
	M
	H
	H
	M
	M
	Enabled in R12

	
	Presence
	H
	H
	H
	H
	H
	Enabled in R12

	Data Base Interaction
	 
	N
	H
	L
	H
	N
	Enabled in R12

	Location
	Interactive location data
	H
	H
	H
	H
	H
	Enabled in R9 

	File Transfer
	 
	H
	H
	H
	H
	H
	Enabled in R12

	Client Server App.
	 
	N
	H
	L
	H
	N
	Enabled in R12; Supported in R13

	Peer to Peer App
	 
	H
	H
	H
	H
	H
	Enabled in R12; Supported in R13

	Miscellaneous
	Software /Firmware update online
	N
	M
	N
	M
	N
	Enabled in R12

	
	GIS maps updates
	N
	M
	N
	M
	N
	Enabled in R12

	
	Automatic telemetries 
	N
	M
	N
	M
	N
	Enabled in R12

	
	Hotspot on disaster or event area 
	H
	H
	H
	H
	H
	Supported in R13

	
	Alarming / paging
	H
	H
	H
	H
	H
	Supported in R13

	H
	Highly Desired
	

	M
	Medium Importance
	

	L
	Low Importance
	

	N
	Not Needed
	


____________
